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Executive Summary

CoreClarity is the product name of Meridian West’s software platform. It is co-developed since
2023 as a strategic partnership between Meridian West and Rubiklab, who are managing
the technology infrastructure. Meridian West, a London-headquartered strategic insight
and management consultancy, has been supporting professional services, financial firms,
private equity, and B2B businesses since its founding in 2001. The firm excels at helping
organisations develop and implement client-centric strategies and thought leadership,
particularly in the advisory and professional services sectors.
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1 Introduction

1.1 Company Overview

Meridian West, headquartered in London, specializes in transforming complex data into
actionable insights through innovative technology and human-centered principles. Our
flagship product, CoreClarity, represents the culmination of our expertise in market
research, advanced analytics, and secure data processing.

1.2 Purpose of White Paper

This document serves to provide a comprehensive overview of our security measures,
technological infrastructure, and Al implementation strategies. It demonstrates our
commitment to maintaining the highest standards of data protection while delivering
cutting-edge analytics capabilities.

1.3 Scope and Target Audience

This white paper is intended for:
- Enterprise clients evaluating our security infrastructure
- Technology partners considering integration with our systems
- Compliance officers assessing our security standards
- Stakeholders interested in our technical capabilities

The document covers all aspects of our security and infrastructure implementation, from
physical data center security to advanced Al processing protocols.

2 Technology Infrastructure

2.1 Overview

CoreClarity's technology infrastructure represents a carefully architected system built to
handle the complex demands of modern data analytics while maintaining the highest
standards of security and reliability. We've chosen to build our foundation on enterprise-
grade cloud architecture, leveraging the robust capabilities of Google Cloud Platform (GCP)
to deliver a consistent, reliable service to our clients worldwide.
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2.2 Core Infrastructure Components

2.21 Cloud Platform Architecture

At the heart of our infrastructure lies Google Cloud Platform, chosen for its proven
track record in enterprise-scale operations. Our primary data center in Frankfurt
serves as the cornerstone of our European operations, providing optimal
performance for our primarily European client base while ensuring compliance with
EU data regulations.

Key infrastructure features:
- Strategic deployment across GCP's reliable network
- Multiple redundancy systems to prevent service interruption
- Enterprise-grade security protocols at every level
- Scalable resources that grow with client needs

2.2.2 Database Management

Our database infrastructure combines powerful management capabilities with
stringent security measures. We utilize a managed MySQL instance that handles the
complex data requirements of our CoreClarity platform while maintaining consistent
performance and reliability.

Security and backup protocols include:
- Automated daily backups with a 7-day retention window
- AES-256 bit encryption for all stored data
- TLS 1.2 or higher encryption for data in transit
- Granular access controls with comprehensive audit logging

The combination of these measures ensures that client data remains both secure
and readily accessible when needed.

Meridian West Ltd.
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2.3 System Performance and Integration

2.3.1 Availability and Performance

We've built our system with a "no single point of failure" philosophy. This approach
involves creating multiple layers of redundancy while maintaining system simplicity
and efficiency. Our infrastructure automatically scales to meet demand spikes,
ensuring consistent performance even under heavy load.

2.3.2 Integration Capabilities

Understanding that our platform must work seamlessly with our clients' existing
systems, we've developed a comprehensive integration framework. Our API-first
approach means that every feature available in our user interface is also accessible
via our API, allowing for deep integration with client systems.

Integration features include:
- Well-documented RESTful API endpoints
- Secure authentication protocols
- Support for custom data formats
- Real-time data streaming capabilities

2.4 Infrastructure Security

Our security approach combines multiple protective layers with constant vigilance. We
employ a defense-in-depth strategy that starts at the network perimeter and extends to
individual data points.

Security implementation includes:
- Multiple firewall layers with intelligent threat detection
- Regular third-party security audits
- Continuous system monitoring and threat assessment
- Automated security patches and updates

Regular maintenance and updates are performed during off-peak hours to minimize any
potential impact on service availability. Our monitoring systems operate 24/7, with
automated alerts ensuring rapid response to any potential issues.
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3 Data Backup and Retention

3.1 Overview

Data security at CoreClarity is built upon the principle that protecting our clients’
information requires more than just technology — it demands a comprehensive approach
that combines robust systems, well-defined processes, and continuous vigilance. Our
security framework is designed to meet and exceed industry standards while remaining
flexible enough to adapt to emerging threats.

Data Security Framework

Comprehensive strategy for
safeguarding digital assets

, '

ISO 27001 Processes

Regular audits and
documented policies

Encryption Layers

AES-256 and TLS 1.2+ for
secure data transmission

Access Control Policies

Role-based access control and
multi-factor authentication

Continuous Monitoring

Real-time threat detection and
automated alerts

3.21S0 27001 Certification and Compliance

Our commitment to security is validated by our ISO 27001 certification, representing an
internationally recognized approach to information security management. This certification
isn’t just a badge of honor —it’s a reflection of our systematic approach to managing
sensitive company and customer information.

Core aspects of our ISO 27001 implementation include:
- Regular independent audits of security processes
- Comprehensive risk assessment and management
- Continuous monitoring and improvement cycles
- Documented security policies and procedures

3.3 Multi-Layered Security Architecture

We believe in defence in depth — implementing security at every layer of our infrastructure.
This approach ensures that no single security failure can compromise the overall system
integrity.

3.4 Encryption and Data Protection

Data protection begins at the point of collection and continues throughout the data
lifecycle. Our encryption implementation includes:
- AES-256 bit encryption for all data at rest

Meridian West Ltd.
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- TLS 1.2 or higher for data in transit
- Secure key management with regular rotation
- Encrypted backup systems

Beyond encryption, we maintain strict data integrity through:
- Regular data integrity checks
- Automated backup verification
- Secure data destruction protocols when required
- Comprehensive audit trails

3.5 Access Control and Authentication

Our access control system operates on the principle of least privilege, ensuring
that users and systems have access only to the resources they need. We've
implemented a sophisticated yet user-friendly access management system that
includes:

Access management features:
- Multi-factor authentication (MFA)
- Role-based access control (RBAC)
- Regular access reviews and updates
- Automated access logging and monitoring

3.6 Continuous Security Monitoring

Security is not a one-time implementation but a continuous process. Our security
operations center maintains constant vigilance over our systems through:

Active monitoring systems covering:
- Real-time threat detection
- Behavioral analysis
- Network traffic monitoring
- System performance metrics

3.7 Third-Party Security Validation

We regularly subject our security systems and processes to independent verification. This
includes:

- Annual penetration testing

- Vulnerability assessments

- Security compliance audits

- Third-party security reviews

Our security testing program includes:
- Regular automated security scans
- Manual penetration testing

Meridian West Ltd.
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- Social engineering assessments

- Code security reviews

3.8 Incident Response Capabilities

In addition to our robust preventive measures, we maintain comprehensive incident
response capabilities. Our incident response team operates with clearly defined

procedures for:

Response protocols including:
- Immediate threat containment
- Rapid incident assessment
- Stakeholder communication

Post-incident analysis and improvement

Monitoring Systems

Security Operations Center

Incident Response Team

Business Continuity Team

Alert a potential incident

-

Continuous monitoring adjustments

Escalate incident for analysis

Incident report and recommendations

Containment measures initiated

o

Threat eradication processes

o

Hand off for recovery operations

Recovery of systems and services

o

Feedback for post-incident analysis

Monitoring Systems

Security Operations Center

Incident Response Team

Business Continuity Team

Each security incident, whether successful or attempted, is treated as an opportunity to

strengthen our security posture. We maintain detailed documentation of all security events

and regularly review our response effectiveness to continually improve our security

framework.
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4 Al and Analytics Architecture

41 Overview
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4.2 Core Analytics Infrastructure

We take a unique approach to artificial intelligence and analytics, focusing on augmented
intelligence rather than pure automation. Our architecture combines traditional statistical
methods, advanced natural language processing, and modern Al capabilities to deliver
reliable, explainable results. This hybrid approach ensures that our Al systems enhance
rather than replace human expertise.

4.21 Core Analytics Infrastructure

Our analytics infrastructure is built on proven statistical and mathematical
foundations, ensuring reliability and accuracy in our data processing. This base layer
includes:

Core processing capabilities:
- Advanced statistical modeling
- Natural Language Processing (NLP) engines
- Proprietary algorithms for data analysis
- Scalable computing resources

The strength of our system lies in its ability to handle diverse data types while
maintaining consistent performance and accuracy.

4.2.2 Data Processing Pipeline

Our 25-step validation protocol forms the backbone of our data processing system,
ensuring data quality and reliability at every stage:

Key pipeline features:
- Automated data validation and cleaning
- Multi-stage quality assurance
- Real-time processing capabilities
- Comprehensive error detection and handling

Meridian West Ltd.
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4.3 Al Implementation

4.3.1 Hybrid Al Approach

We've developed a carefully balanced approach to Al implementation that combines
the best of traditional analytics with modern Al capabilities:

Our implementation strategy:
- Base analysis using statistical and NLP tools
- Al enhancement for pattern recognition
- Human oversight at critical decision points
- Continuous validation of Al outputs

4.3.2 Role of Large Language Models

Large Language Models (LLMs) play a specific and contained role in our
architecture. Rather than relying solely on LLMs, we use them as one component in a
larger, more comprehensive system:

LLM integration points:
- Natural language interface for data exploration
- Enhancement of search capabilities
- Context-aware result summarization
- Automated report generation assistance

4.4 Quality Assurance and Validation

4.4.1 Al Output Validation

Every Al-generated output goes through a rigorous validation process to ensure
accuracy and reliability:

Validation measures include:
- Automated accuracy checks
- Cross-reference with traditional statistical methods
- Human expert review for critical analyses
- Regular performance benchmarking

4.4.2 Performance Monitoring

We maintain comprehensive monitoring of our Al systems to ensure consistent
performance and reliability:

Monitoring framework includes:
- Real-time performance metrics
- Accuracy tracking over time

Meridian West Ltd.
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- Resource utilization monitoring
- Response time optimization

4.5 Scalability and Evolution

4.5.1 System Scability

Our Al architecture is designed to scale efficiently with increasing demand:
Scalability features:

- Horizontal scaling capabilities

- Load-balanced processing

- Distributed computing options

- Resource optimization algorithms

4.5.2 Continuous Improvement

We maintain a robust development cycle that continuously enhances our Al
capabilities: Improvement processes:

- Regular model updates

- Performance optimization

- Feature enhancement

- Client feedback integration

4.6 Security in Al Processing

Security is deeply embedded in our Al architecture, ensuring that all Al-driven processes
maintain the highest levels of data protection:

Security measures include:
- Isolated processing environments
- Encrypted data handling
- Access control for Al systems
- Audit trails for Al operations

Meridian West Ltd. 1
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5 Data Protection and Privacy

5.1 Overview

CoreClarity's approach to data protection and privacy goes beyond mere compliance with
regulations. We've built a comprehensive framework that embeds privacy principles into
every aspect of our operations, ensuring that data protection is not just an add-on but a
fundamental part of our service delivery.

5.2 Regulatory Compliance Framework

5.2.1 GDPR Compliance

As a UK-based company processing data from European clients, GDPR compliance
forms the cornerstone of our privacy framework. Our implementation includes:

Core GDPR measures:
- Comprehensive data processing agreements
- Clear definition of controller/processor relationships
- Regular data protection impact assessments
- Documented privacy-by-design procedures

Meridian West Ltd. 12
Uncommon, 1Long Ln, London SE14PG, United Kingdom
1A Falmer Court, London Road, Uckfield, TN22 1HN, United Kingdom



4, CoreClarity

5.2.2 International Data Protection Standards

We maintain compliance with multiple international privacy regulations to serve our
global client base:

Standards compliance:
- UK Data Protection Act 2018
- California Consumer Privacy Act (CCPA)
- Additional regional privacy regulations as applicable
- Industry-specific compliance requirements

5.3 Data Processing Guidelines

5.3.1 Role-Based Data Processing

Our approach to data processing is carefully structured according to specific roles
and responsibilities:

When acting as a Data Processor:
- Processing only on documented controller instructions
- Strict adherence to processing boundaries
- Comprehensive processing records maintenance
- Regular compliance audits and reporting

When acting as a Data Controller:
- Clear purpose limitation for data collection
- Transparent processing documentation
- Direct management of data subject rights
- Privacy impact assessment implementation

5.3.2 Data Minimization and Purpose Limitation

We implement strict controls to ensure data collection and processing align with
specific, documented purposes:

Implementation measures:
- Data collection review procedures
- Regular data necessity assessments
- Automated data minimization tools
- Purpose limitation documentation

Meridian West Ltd. 13
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5.4 International Data Transfers

5.41 Transfer Mechanisms

We employ robust mechanisms for international data transfers, ensuring compliance
with GDPR Chapter 5 requirements:

Transfer safeguards:
- Standard Contractual Clauses (SCCs)
- Binding Corporate Rules when applicable
- Privacy Shield certification assessment
- Regular transfer impact assessments

5.4.2 Geographic Data Management

Our data storage and processing infrastructure is strategically located to optimize
both performance and compliance:

Data location management:
- Primary data centre in Frankfurt
- Clear data residency tracking
- Geographic processing restrictions
- Cross-border transfer monitoring

5.5 Data Subject Rights Management

5.5.1 Rights Fulillments Process
We maintain comprehensive procedures for managing data subject rights requests:

Request handling procedures:
- Automated request intake system
- Verification protocols
- Response tracking
- Timely fulfilment monitoring

5.5.2 Available Rights Support
Our system supports the full range of data subject rights under GDPR:

Supported rights:
- Right to access and portability
- Right to rectification
- Right to erasure
- Right to restrict processing
- Right to object to processing

Meridian West Ltd. 14
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5.6 Privacy by Design Implementation

5.6.1 Development Lifecycle Integration
Privacy considerations are embedded throughout our development lifecycle:

Integration points:
- Requirements analysis phase
- System design specifications
- Implementation reviews
- Testing protocols
- Deployment procedures

5.6.2 Privacy-Enhancing Technologies
We employ various technologies to enhance privacy protection:

Technologies implemented:
- Data encryption at rest and in transit
- Pseudonymization techniques
- Access control systems
- Audit logging mechanisms
- Automated privacy controls

5.7 Documentation and Accountability

5.71 Privacy Documentation
We maintain comprehensive privacy documentation to demonstrate compliance:

Documentation includes:
- Data processing records
- Privacy impact assessments
- Consent management records
- Processing procedures
- Training materials

5.7.2 Regular Reviews and Updates
Our privacy framework undergoes regular review and updating:

Review processes:
- Annual policy reviews
- Quarterly compliance assessments

Meridian West Ltd.
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- Regular staff training updates
- Incident response reviews

6 Incident Response and Business Continuity

6.1 Overview

Our approach to incident response and business continuity reflects our commitment to
operational resilience. We recognize that in today's digital landscape, the ability to respond
effectively to incidents while maintaining business operations is crucial. Our comprehensive
framework ensures that we can detect, respond to, and recover from any disruption while
maintaining service quality for our clients.

6.2 Incident Response Framework

6.2.1 Detection and Analysis

Our incident response begins with sophisticated detection systems that operate
continuously to identify potential security events. We employ multiple layers of
monitoring, combining automated systems with human expertise to ensure
comprehensive coverage. Our security operations team uses advanced behavioral
analysis and pattern recognition to distinguish genuine threats from false positives,
enabling rapid and appropriate response to real incidents.

6.2.2 Response Protocols

When an incident is detected, our response follows a carefully structured protocol
that balances speed with precision. Our Incident Response Team (IRT) operates with
clearly defined roles and responsibilities, ensuring coordinated action during critical
situations. The team's priority is containment, followed by systematic eradication of
threats and recovery of affected systems.

Key phases of our response protocol:
- Initial assessment and classification
- Containment and isolation measures
- Systematic threat elimination
- Evidence preservation and analysis

Meridian West Ltd. 16
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6.3 Business Continuity Management

6.3.1 Continuity Planning

Our business continuity planning goes beyond basic disaster recovery to ensure
sustained operation of critical services. We maintain detailed continuity plans that
are regularly tested and updated to reflect changes in our operational environment.
These plans cover various scenarios, from localized technical issues to major
disruptions, ensuring we can maintain essential services under any circumstances.

6.3.2 Operational Resilience

Operational resilience is built into our infrastructure through redundant systems and
diverse geographical locations. Our primary data center in Frankfurt is supported by
backup facilities that can take over operations if needed. This distributed
architecture ensures that service interruptions in one location don't compromise our
ability to maintain critical operations.

6.4 Recovery and Restoration

6.4.1 System Recovery

Our recovery procedures are designed to minimize downtime while ensuring the
integrity of restored systems. We maintain detailed recovery plans for different
scenarios, with clearly defined Recovery Time Objectives (RTO) and Recovery Point
Obijectives (RPO). Regular testing of these procedures ensures their effectiveness
and helps identify areas for improvement.

6.4.2 Data Restoration

Data restoration procedures are carefully designed to maintain data integrity
throughout the recovery process. Our backup systems maintain multiple recovery
points, allowing us to restore data to the most appropriate state. All restoration
processes include verification steps to ensure the accuracy and completeness of
recovered data.

6.5 Communication and Reporting

6.5.1 Stakeholder Communication

Clear communication is essential during incidents and recovery operations. We
maintain comprehensive communication plans that ensure timely and appropriate
information sharing with all stakeholders. Our communication protocols are
designed to provide relevant information while maintaining security and compliance
with regulatory requirements.

Meridian West Ltd.
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6.5.2 Incident Documentation

Every incident is thoroughly documented to support both immediate response and
long- term improvement. Our documentation includes:

- Detailed incident timelines

- Response actions taken

- Impact assessments

- Lessons learned

6.6 Continuous Improvement

6.6.1 Post-Incident Analysis

Following any incident, we conduct thorough analysis to identify opportunities for
improvement. This includes reviewing the effectiveness of our response, identifying
any gaps in our procedures, and developing specific recommendations for
enhancement. These insights are integrated into our incident response and business
continuity frameworks through a structured improvement process.

6.6.2 Regular Testing and Updates

Our incident response and business continuity capabilities are regularly tested
through various exercises, from tabletop simulations to full-scale recovery drills.
These tests help validate our procedures, train our teams, and identify areas for
improvement. The findings from these exercises are used to update and enhance our
response capabilities continuously.

7 Employee Security Practices

71 Overview

At Meridian West, we recognize that the human element is critical to maintaining robust
security. Our employee security program goes beyond traditional training and policies to
create a culture where security awareness is integrated into daily operations. We believe
that well-informed, security- conscious employees are our first line of defense against
potential threats.

Meridian West Ltd.
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7.2 Security Training and Awareness

7.21 Comprehensive Training Program

Our security training program begins on day one of employment and continues
throughout an employee's tenure with Meridian West. Initial onboarding includes
intensive security awareness training that covers our core security principles,
policies, and procedures. This foundation is reinforced through regular updates and
specialized training sessions tailored to specific roles and responsibilities.

We take a practical, scenario-based approach to training, moving beyond theoretical
knowledge to ensure employees understand how security principles apply to their
daily work. Regular simulations and interactive workshops help staff develop the
skills needed to identify and respond to potential security threats effectively.

7.2.2 Continuous Learning Culture

Security awareness at Meridian West is not limited to formal training sessions. We
maintain an active internal communication program that keeps security top of mind
through regular updates, newsletters, and informal learning opportunities. Our
security team regularly shares insights about emerging threats and best practices,
fostering an environment of continuous learning and improvement.

7.3 Access Management and Control

7.3.1Role-Based Access Control

Our access management system operates on the principle of least privilege,
ensuring employees have access only to the resources necessary for their specific
roles. Access rights are regularly reviewed and updated as roles change, with
automated systems helping to maintain accurate access controls across our
organization.

When employees join, change roles, or leave the organization, our structured
processes ensure appropriate modifications to access rights occur promptly and
accurately. This dynamic approach to access management helps maintain security
while enabling employees to perform their duties efficiently.

7.3.2 Authentication and Verification

We implement robust authentication mechanisms that balance security with
usability. Multi-factor authentication is required for all system access, with additional
verification steps for sensitive operations. Our authentication systems are designed
to be user-friendly while maintaining strict security standards, encouraging
compliance with security policies.

Meridian West Ltd.
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7.4 Device and Data Management

7.4.1 Secure Device Usage

Employee devices represent a critical component of our security infrastructure. All
company devices are configured with enterprise-grade security controls, including
encryption, automated updates, and remote management capabilities. We maintain
strict policies regarding the use of personal devices for work purposes,

implementing appropriate controls through our mobile device management system.

7.4.2 Data Handling Procedures

Our employees are trained in proper data handling procedures specific to their roles.
This includes understanding data classification levels, appropriate storage and
transmission methods, and secure disposal practices. Regular audits help ensure
compliance with these procedures, while our technical systems provide guardrails to
prevent accidental data exposure.

7.5 Incident Reporting Channels

7.51 Employee Reporting Channels

We maintain clear channels for employees to report potential security incidents or
concerns. Our reporting system is designed to be accessible and non-intimidating,
encouraging staff to raise potential issues without fear of negative consequences.
This open communication approach helps us identify and address potential security
issues early.

7.5.2 Response Participation

Employees are integral to our incident response process, with clear roles and
responsibilities defined for different scenarios. Regular drills and simulations ensure
that all staff members understand their part in maintaining security and responding
to potential incidents. This participatory approach strengthens our overall security
posture while reinforcing the importance of security awareness.

7.6 Compliance and Accountability

7.6.1 Policy Compliance

Our security policies are living documents that evolve with our organization and the
threat landscape. We maintain clear consequences for policy violations while
focusing on education and improvement rather than purely punitive measures.
Regular policy reviews ensure our guidelines remain relevant and effective.

Meridian West Ltd.
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7.6.2 Overview Performance Measurement

Security awareness and compliance form part of our employee performance
evaluation process. We recognize and reward employees who demonstrate strong
security practices and proactively contribute to our security culture. This integration
of security into performance management helps reinforce its importance across all
levels of the organization.

8 Client Data Protection

8.1 Overview

Client data protection stands at the core of our operations. Our approach goes beyond
standard security measures to create a comprehensive protection framework tailored to the
unique needs of our clients in the research and analytics sector. We understand that our
clients trust us with sensitive business intelligence and customer insights, and we honour
that trust through rigorous protection measures at every level of our operations.

8.2 Data Segregation Architecture

8.21Logical Separation

Our infrastructure implements sophisticated data segregation to ensure complete
isolation between different clients' data. Rather than relying on simple database
partitioning, we've developed a multi-layered segregation approach that maintains
separation at both the logical and physical levels. Each client's data environment
operates as a distinct entity within our infrastructure, with dedicated resources and
security boundaries.

8.2.2 Processing Isolation

Data processing operations are conducted within isolated environments specific to
each client. This architecture ensures that processing resources, memory spaces,
and computation paths remain completely separate, preventing any possibility of
cross-client data exposure. Our system maintains this isolation even during high-
load periods or complex analytical operations.

8.3 Client-Specific Security Controls

8.3.1 Access Control Management

We recognize that each client has unique security requirements based on their
industry, regulatory environment, and internal policies. Our security framework
allows for customized security profiles that can be tailored to match specific client
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needs. This includes adjustable authentication requirements, custom encryption
standards, and specific data retention policies.

8.3.2 Access Control Management

Access to client data is governed by sophisticated role-based access control
systems that operate at multiple levels. Client administrators have granular control
over user permissions within their organization, while our platform maintains
oversight to ensure

security standards are consistently met. This dual-layer approach provides flexibility
while maintaining strict security controls.

8.4 Data Lifecycle Protection

8.41Ingestion and Processing

Data protection begins at the point of ingestion. Our secure data intake processes
ensure that information is encrypted from the moment it enters our system. We
employ advanced validation protocols to verify data integrity and detect potential
security issues before data is processed. Throughout the processing lifecycle, multiple
checkpoints ensure continued data protection and compliance with security policies.

8.4.2 Storage and Retention

Long-term data storage implements multiple security layers, including encryption at
rest and secure key management systems. Our retention policies are customizable
to meet client requirements while ensuring compliance with relevant regulations. The
system maintains detailed audit trails of all data access and modifications, providing
complete transparency about data handling.

8.5 Client Security Integration

8.5.1 Security Framework Alignment

We work closely with clients to align our security measures with their existing
security frameworks. This includes supporting custom authentication mechanisms,
integrating with client security information and event management (SIEM) systemes,
and adapting our security controls to match client policies. This collaborative
approach ensures seamless security integration while maintaining robust protection.

8.5.2 Reporting and Transparency

Transparency is crucial for maintaining client trust. Our platform provides detailed
security reports and real-time monitoring capabilities, giving clients visibility into the
security status of their data. Regular security assessments and audit reports keep
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clients informed about the effectiveness of security measures and any potential
areas for enhancement.

8.6 Incident Response for Client Data

8.6.1 Client-Specific Response Plans

Our incident response framework includes specialized procedures for handling
incidents involving client data. These procedures are customized for each client's
needs and include clear communication protocols, escalation paths, and response
timelines. Regular testing of these procedures ensures their effectiveness in real-
world scenarios.

8.6.2 Collaborative Response Management

When security incidents occur, we maintain close coordination with affected clients'
security teams. This collaborative approach ensures that response actions align with
client security protocols while leveraging our platform's protective capabilities. Post-
incident analysis includes client feedback to continuously improve our protection
measures.

9 Compliance and Certifications

9.1 Overview

We maintain a rigorous approach to compliance and certification, demonstrating our
commitment to security and quality through independent verification. Our compliance
framework is designed to meet and exceed industry standards while providing transparency
to our clients about our security posture. Regular third-party assessments validate the
effectiveness of our security measures and compliance programs.

9.2 Security Certifications

9.2.1 Penetration Testing Certification

Our commitment to security is validated by our Grade A certification in penetration
testing, achieved in November 2024. This certification demonstrates the robustness
of our security infrastructure and our ability to protect against sophisticated cyber
threats. The comprehensive assessment included both automated and manual
testing of our systems, validating our defense-in-depth approach to security.

The penetration testing covered multiple aspects of our infrastructure:
- Application security assessment
- Network infrastructure testing
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- Authentication and access control validation
- Data protection mechanism evaluation

9.2.21S0 27001 Certification

Our ISO 27001 certification underscores our systematic approach to managing
information security risks. This certification validates our implementation of a
comprehensive information security management system (ISMS) that covers all
aspects of our operations. Regular audits ensure we maintain compliance with these
rigorous standards.

9.3 Regulatory Compliance

9.3.1 Data Protection Regulations

Our compliance framework ensures adherence to key data protection regulations
across multiple jurisdictions. We maintain active compliance with:

- General Data Protection Regulation (GDPR)

- UK Data Protection Act 2018

- California Consumer Privacy Act (CCPA)

- Industry-specific regulations as applicable

9.3.2 Industry Standards

Beyond regulatory requirements, we align our practices with industry standards and

frameworks to ensure comprehensive coverage of security controls. Our compliance
program integrates requirements from multiple standards to create a robust security
posture that meets the needs of our diverse client base.

9.4 Continuous Compliance Monitoring

9.4 1 Internal Audit Program

Our internal audit program provides ongoing validation of our compliance status.
Regular assessments help identify potential gaps and areas for improvement before
they become issues. This proactive approach ensures we maintain compliance while
continuously enhancing our security posture.

9.4.2 Automated Compliance Monitoring

We employ sophisticated monitoring tools that provide real-time visibility into our
compliance status. These tools help ensure continuous compliance with security
requirements and alert us to any deviations from established standards. This
automated monitoring complements our manual oversight processes.
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9.5 Third-Party Assessments

9.5.1 Independent Security Audits

Regular independent security audits provide objective validation of our security
controls. These comprehensive assessments evaluate all aspects of our security
program, from technical controls to operational procedures. The results of these
audits inform our continuous improvement efforts.

9.5.2 Verification and Reporting

We maintain transparent reporting of our compliance status and certification results.
Regular compliance reports keep stakeholders informed about our security posture
and compliance activities. These reports include detailed findings from security
assessments and updates on our continuous improvement initiatives.

9.6 Client-Specific Compliance

9.6.1 Custom Compliance Requirements

We understand that our clients often have specific compliance requirements based
on their industry or regulatory environment. Our flexible compliance framework
allows us to adapt our controls and reporting to meet these specific needs while
maintaining our core security standards.

9.6.2 Compliance Documentation

We maintain comprehensive compliance documentation that demonstrates our
adherence to various standards and regulations. This documentation is regularly
updated and made available to clients as needed, supporting their own compliance
and due

diligence requirements.

10 Future Security Roadmap

101 Overview

Our security roadmap represents our commitment to continuous evolution and
improvement in an ever-changing digital landscape. We take a forward-looking approach to
security, anticipating future challenges while strengthening our existing capabilities. This
strategic vision ensures that our security measures remain robust and relevant as
technology and threats continue to evolve.
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10.2 Strategic Security Initiatives

10.2.1 Infrastructure Enhancement

Our infrastructure development plans focus on expanding our capabilities while
maintaining the highest security standards. Key initiatives include enhancing our
cloud architecture to provide even greater scalability and resilience. We're investing
in advanced containerization and orchestration technologies to improve isolation
and security controls while maintaining operational efficiency.

10.2.2 Al Security Integration

As Al technology continues to evolve, we're developing sophisticated security
measures specifically designed for Al-driven processes. This includes enhanced
monitoring of Al operations, advanced anomaly detection, and new safeguards for
machine learning models. Our approach ensures that security keeps pace with our
Al capabilities, protecting both the technology and the data it processes.

10.3 Advanced Threat Protection

10.3.1 Emerging Threat Response

Our security roadmap includes significant investments in advanced threat detection
and response capabilities. We're developing more sophisticated behavioral analysis
systems and implementing advanced machine learning algorithms for threat
detection. These enhancements will further improve our ability to identify and
respond to emerging security threats before they impact our systems.

10.3.2 Zero Trust Architecture

We're advancing our implementation of zero trust principles across our
infrastructure. This evolution includes enhanced identity verification, more granular
access controls, and continuous authentication mechanisms. The goal is to create
an even more resilient security framework that validates every access attempt,
regardless of its origin.

10.4 Data Protection Evolution

10.4.1 Enhanced Encryption Capabilities

Our roadmap includes the implementation of next-generation encryption
technologies and key management systems. We're preparing for post-quantum
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cryptography challenges and developing strategies to ensure our encryption
remains effective against future threats. This forward-looking approach helps
protect our clients' data against both current and emerging risks.

10.4.2 Privacy-Enhancing Technologies

We're investing in advanced privacy-enhancing technologies to provide even
stronger data protection. This includes developing sophisticated anonymization
techniques, implementing advanced data minimization tools, and creating new
methods for secure multi-party computation. These innovations will enable more
secure data processing while maintaining privacy.

10.5 Compliance and Standards

10.5.1 Regulatory Anticipation

Our compliance roadmap includes monitoring emerging regulations and preparing
for new requirements before they become mandatory. We're developing flexible
compliance frameworks that can quickly adapt to new regulations while maintaining
existing certifications. This proactive approach ensures we remain ahead of
regulatory changes.

10.5.2 Standards Evolution

We actively participate in the development of new security standards and best
practices. Our involvement in industry working groups and standards bodies helps
us anticipate and influence future security requirements. This engagement ensures
our security measures align with evolving industry standards while meeting our
clients' specific needs.

10.6 Client Security Partnership

10.6.1 Enhanced Integration Capabilities

We're developing new capabilities to integrate more seamlessly with client security
ecosystems. This includes enhanced API security, advanced SSO options, and
improved security monitoring integration. These developments will enable closer
security collaboration while maintaining strong protection measures.

10.6.2 Security Innovation Programs

Our roadmap includes initiatives to collaborate with clients on security innovation.
We're creating programs for joint security research and development, sharing threat
intelligence, and developing new security solutions. This collaborative approach
helps us address emerging security challenges while meeting specific client needs.
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10.7 Continuous Improvement

10.7.1 Feedback Integration

Our security roadmap emphasizes the importance of continuous feedback and
improvement. We're implementing enhanced mechanisms for gathering and acting
on security-related feedback from clients, employees, and security assessments.
This systematic approach to improvement ensures our security measures remain
effective and relevant.

10.7.2 Security Culture Evolution

We're investing in programs to further strengthen our security-first culture. This

includes enhanced training programs, security awareness initiatives, and recognition

programs for security excellence. These efforts ensure that security remains a core

consideration in all aspects of our operations.

Appendix A: Technical Specifications

A.1 Compliance Control Matrix

The following matrix maps our security controls to various compliance frameworks:

Acces Control A9 Art. 32 §999.308 (a) (3) §164.312 (a)(1)

Data Protection A0 Art. 25 §999.31 (¢) (3) §164.312 (a)(2)(iv)
Incident Response A6 Art. 33 §999.308 (a) (3) §164.308 (a)(6)
Business Continuity A7 Art. 32 §999.308 (a) (3) §164.308 (a)(7)

A.2 Technical Glossary

Access Control: Systems and processes that restrict system access to authorized users only.

AES-256: Advanced Encryption Standard with 256-bit key length, a symmetric encryption

algorithm used for protecting data at rest.
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API (Application Programming Interface): A set of protocols and tools for building software
applications that defines how components should interact.

Audit Trail: A chronological record of system activities that provides evidence of operations,
procedures, and security events.

Authentication: The process of verifying the identity of a user, device, or system.

Business Continuity: Practices and procedures that ensure critical business functions can
continue during and after a crisis.

Container: A standard unit of software that packages code and all its dependencies so the
application runs quickly and reliably across computing environments.

DDoS (Distributed Denial of Service): A cyber attack that attempts to make a service
unavailable by overwhelming it with traffic from multiple sources.

DMZ (Demilitarized Zone): A physical or logical subnetwork that contains and exposes an
organization's external-facing services.

Encryption: The process of encoding information using cryptographic algorithms.
CoreClarity, delivered on Rubiklab's infrastructure, uses AES-256 for data at rest and TLS
1.2+ for data in transit.

Firewall: A network security device that monitors and filters incoming and outgoing network
traffic based on predetermined security rules.

Hardware Security Module (HSM): Dedicated physical computing device that safeguards
and manages digital keys for strong authentication.

HIPAA (Health Insurance Portability and Accountability Act): U.S. legislation that provides
data privacy and security provisions for safeguarding medical information.

Incident Response: The organized approach to addressing and managing the aftermath of a
security breach or attack.

Multi-Factor Authentication (MFA): An authentication method that requires users to provide
two or more verification factors to gain access.

PCI DSS (Payment Card Industry Data Security Standard): Information security standard for
organizations that handle branded credit cards.

Penetration Testing: An authorized simulated cyber attack on a computer system to
evaluate system security.

PHI (Protected Health Information): Any information about health status, provision of
healthcare, or payment for healthcare that can be linked to a specific individual.
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RBAC (Role-Based Access Control): An approach to restricting system access to
authorized users based on their role within an organization.

RPO (Recovery Point Objective): The maximum targeted period in which data might be lost
due to a major incident.

RTO (Recovery Time Objective): The targeted duration of time within which a business
process must be restored after a disaster.

SIEM (Security Information and Event Management): Software that provides real-time
analysis of security alerts generated by applications and network hardware.

SOC 2: A technical audit that requires companies to establish and follow strict information
security policies and procedures.

SSL/TLS: Secure Sockets Layer/Transport Layer Security, cryptographic protocols that
provide communications security over a computer network.

Two-Factor Authentication (2FA): A subset of MFA that specifically requires two different
authentication factors.

VPN (Virtual Private Network): Extends a private network across a public network, enabling
users to send and receive data across shared or public networks as if directly connected to
the private network.

WAF (Web Application Firewall): A firewall that filters, monitors, and blocks HTTP/S traffic
to and from a web application.

Zero Trust Architecture: Security model that requires strict identity verification for every
person and device trying to access resources, regardless of location.
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